
Let’s imagine 

this scenario.



You work at a 

tech company, 



surrounded by code, 

systems, and… 

logs.



These logs capture 

everything: errors, 

performance, user 

actions.



Now, you need to 

share them.



Maybe with 

another team. 



Maybe with a 

research group.



Or maybe you're 

using ChatGPT to ask,
“Hey, what went wrong here?”



But suddenly…



Someone from IT 

sends you a message:



“Are you sure this data 

is safe to share?”



“Shouldn’t we 

anonymize it first?”



Now, that’s 

where the 

problem starts!



Your first 

question might 

be:



“What things should 

I anonymize?”



And your 

second question 

might be:



“How should I find all 

these attributes...”



“in my gigabytes 

of data?”



Now we can 

help you!



For the first 

question:



“What things should 

I anonymize?”



We wrote this paper:



“Protecting Privacy in Software Logs: 

What should be Anonymized?”



This paper got 

accepted in FSE 2025.



And concluded these 

attributes as generally 

sensitive information:



IP address

MAC address

Host name

File path

ID

URL

Username

Port number

Configuration details



Let’s see some 

examples.





Now that you have 

the answer to your 

first question,



Let’s move 

forward to the 

second one:



“How should I find all 

these attributes in my 

gigabytes of data?”



Maybe 

regular expressions?



Let’s say we have this 

IP address:

192.168.1.1



Then we use this 

regular expression:

\d+\.\d+\.\d+\.\d+





Voilà!



Right?



Well…

Not that much.





There is NO common 

ground truth for 

regular expressions!

















Small differences in 

regex design have a 

LARGE impact!















By the way,

did you know that the 

order of regexes 

changes the results, …



A LOT?









Now



Now

We introduce



Now

We introduce

SDLog 



Now

We introduce

SDLog 

Sensitivity Detector in Logs



Let’s check its results.









Net is the combination of 

IP address, 

port number, and 

host name.



Net is the combination of 

IP address, 

port number, and 

host name.



First, let’s talk about

LIMITATIONS!





Now, time for 

COMPARISON!



Best regex patterns SDLog



Best regex patterns SDLog



Best regex patterns SDLog



Best regex patterns SDLog



Best regex patterns SDLog



Best regex patterns SDLog



Best regex patterns SDLog



Best regex patterns SDLog



Now, you might ask:
“Is there any way to improve 

the performance of SDLog?”



YES!



Organizations can 

fine-tune SDLog with 

their datasets.



Let’s see the results!











Let’s compare them 

again!



Best regex patterns SDLog Fine-tuned SDLog



So, how much of the 

sensitive information 

can SDLog detect?



SDLog



Fine-tuned SDLog



Fine-tuned SDLogSDLog



How did we build it?



This is BERT.



It was introduced 

by Google in 2018.



BERT was trained 

on ~3.3B words 

and has ~110M 

parameters.



This is 

CodeBERT.



It was 

introduced by 

Microsoft in 

2020.



CodeBERT was 

trained on 

~8.5M codes 

and has ~125M 

parameters.



This is SDLog.



SDLog was 

introduced by 

Aghili et al. in 

2025!



SDLog uses 

CodeBERT as 

backbone and is 

fine-tuned with 

32,000 software 

logs.



Now, if you are still 

interested



And have questions 

like:



“How much time does it take to run SDLog?”



“How much time does it take to run SDLog?”

“How complex is it to fine-tune SDLog?”



“How much time does it take to run SDLog?”

“How complex is it to fine-tune SDLog?”

“How much GPU do I need to fine-tune it?”



We have good news for you!



It only takes several minutes 

to run SDLog.



It only takes several minutes 

to fine-tine SDLog with 100 

samples of your dataset.



It only takes 2-3 days to 

label 100 samples.



And the best part is…



We have shared all our 

models and scripts.



You can find our 

replication package here:

github.com/mooselab/SDLog
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