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Motivation
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Adaptive Data-Aware Tracing Full-Fidelity Tracing

Overhead Reduction ✘

Data Load Management ✘

Analysis Clarity ✘

Scalability ✘

Resource Efficiency ✘

ASPECT



Methodology

Selective Tracing Triggered by Predefined, Unexpected 
or Abnormal Data

Idea 1: Representative Inputs of Equivalent Partitions
- Middle values

- Boundary values

Idea 2: Uncommon Function Inputs

 - distribution of inputs by sampling (fixed/dynamic)
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range a: [-100, 100]
if a <= -100 or a >= 100 then trace on 
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R(a): repetition a
if R(a) < 10 then trace on 
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eBPF
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eBPF related tools

• bpftrace: 
High-level tracing language for Linux

• bpftime: 
Userspace eBPF runtime for Observability, 
Network & General extensions Framework
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bpftrace example 1: calculate_sum

• Example summation function

• Attach uprobe to calculate_sum function

• Record ustack when a > 10 and b < 200
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bpftrace script (calsum.bt) Terminal output

Recorded 
ustack



bpftrace example 2: ioctl

• Example ioctl bug*

• Attach uprobe to ioctl

• Record ustack when arg2 == 0x541c
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ioctl_example.c

bpftrace script (ioctl.bt)Terminal output

* The example program bug has not been reproduced



Other tools (to be checked)

• uftrace
https://github.com/namhyung/uftrace

• LTTng
https://lttng.org/
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Objectives

• Reduce resource overhead and the performance 
overhead compared to full tracing

• Maximize the number of recorded traces that lead to 
bugs
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Next steps…

• Find inputs in open-source benchmarks that trigger 
rare or erroneous or exceptional branches

• Fuzzing/Random testing on Phoronix Test Suite 
OpenSSL unit tests
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Thank you

Email: ali.entezari@polymtl.ca
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